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Cyber-attacks have emerged as one of the most 
significant threats facing organisations of all 
sizes, with nearly 70% of large UK businesses 
having suffered data breach in the last 12 
months. The average cost to businesses affected 

by cyber-attack totals over £20,000, making data 
breach an expensive and hugely disruptive issue.

How vulnerable is your organisation to cyber-
attack?  These 20 questions will help you to 
assess your level of risk…

YES NO SCORE

Would you consider your business data to be critical to your day-to-day operations, 
with business operations likely to be significantly disrupted in the event of damaged, 
compromised or unavailable data? 

Does your organisation manage sensitive customer or personal data, or associated 
Government information?

Does your organisation have a disaster recovery plan and or a business contingency 
plan?  This would include measures like backups (which have been restored to 
confirm veracity), and being able to conduct business in the event of a fire.

Does your organisation have a mandatory information policy and training 
programme? This would include acceptable use guidelines. 

Are your organisation’s systems connected to other networks, public (i.e. internet) or 
supply chains?

Does your organisation do business in foreign countries? This would include network 
connections, travel outside of the country, storing data on international servers, and 
other transactions. 

If your organisation uses cloud based storage or software as a solution, do you have 
service agreements in place for the protection and availability of your data? 

Does your organisation have an enforced password policy that covers all devices on 
its network? This includes guidance on password length and complexity, and not only 
covers onsite computers but also company mobile devices. 

Is two factor authentication (e.g. smartphone app or secure token) in place for 
particularly sensitive data, especially for remote users?

Do your employees travel with company devices (laptops, smartphones, tablets, USB 
drives), and are these connected to any other networks like home systems or on 
client sites?

INSTRUCTIONS – Begin by answering the questions below.  Each response will be given a numerical value (as 
stated) depending on the answer provided.  After completing all of the questions, total your score to determine your 
organisation’s level of cyber risk.
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YES NO SCORE
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Does your organisation allow employees to bring their own devices to work (BYOD)? 

Does your organisation have malware protection on all onsite and remote systems?

Is your organisation’s network protected and monitored with border protection such 
as firewalls or remote access control?

Are your systems regularly updated with critical system patches or updates, including 
mobile devices?

If you have a wireless network, do you change your wireless code on a regular basis?

Does your organisation restrict administrative privileges on its network and systems?

Is your organisation’s building physically secured and access controlled maintained, 
with further restriction around critical systems such as servers?

Do you verify or screen the people that access your networks and locations?

Is your organisation aware of recent cybersecurity attacks and their damaging effects 
on organisations, and the tools and information that are available to help (e.g., 
Government initiatives)?

Does your organisation regularly (i.e. annually) review its information security policies 
and protection?
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Escalated Risk: 75-100 Moderate Risk: 30-50High Risk: 55-70 Low Risk: 0-25

  If your organisation’s score is rated at an Escalated, High 
or Moderate level, or you would like some impartial,  
no-nonsense advice to improve your current cyber 

security measures, please get in touch:
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Follow us:  search @ctotechnologies

CTO Technologies, Suite 24, 60 Churchill Square Business Centre, Kings Hill, West Malling, ME19 4YU

Email us: info@ctotech.net      Call us on: 0845 644 3830                                


